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Course Outline

Unit: I Definition and types of disaster

Hazards and Disasters, Risk and Vulnerability in Disasters, Natural and Man-made disasters,
earthquakes, floods drought, landside, land subsidence, cyclones, volcanoes, tsunami, avalanches,

global climate extremes. Man-made disasters: Terrorism, gas and radiations leaks, toxic waste

disposal, oil spills, forest fires.
Unit: IT Study of Important disasters

Earthquakes and its types, magnitude and intensity, seismic zanes of India, major fault systems of
India plate, flood types and its management, drought types and its management, landside and its

Managements case studies of disasters in Sikkim (e.g) Earthquakes, Landside). Social Economics and

Emvironmental impact of disasters.
Unit: I1I Mitigation and Management techniques of Disaster

Basic principles of disasters management, Disaster Management cycle, Disaster management policy,

National and State Bodies for Disaster Management, Early Warming Systems, Building design and
construction in highly seismic zones, retrofitting of buildings.

Unit1v Training, awareness program and project on disaster managemext

Training and drills for disaster preparedness, Awareness Beneration program, Usages of GIS and

Remote sensing techniques in disaster management, Mini project on disaster risk assessment and
preparedness for disasters with reference to disasters in Sikkim and it surrounding areas,

jw,%wm%b%/s e .
Soupits Dhochin,
Dok Enivin:

 Sabwafa Rad : . , o

Conabunion L= Disasten M”‘Mﬁ-\@f/w"/ /A@hka/ﬁb(

fri M mizing dag ppecl oG Lisartorss on

Lives ) P”OPWU- ool Hha_ erwimonmen? .

0 invelves A_ Comprehanadve “/U/O’/’dmj

pisk @M%W_/VPV’@FMQXW/
v 9\/1/\0’( %‘/7,80\%}'0’2/\ y

oML mpp OHANS
hoAhAWLe | peln/en



B = T T R e e N B ST T AR & B

- - CCQR%‘& II\JQMQ ‘; DISASTER ‘M-gNg%gmé,\,
e - S EselaNy 2eR2-22 - L o
i :Du-ro\kvo‘—»: E,l_éozg e a s = —‘.023

T e G D P M ——c; SO M C_S.XCL\’DIMﬂ 5UNDA\/)

W&%—K i DanN\TroN AND TYPeES oc D‘6A5TEQ

Jan ':"_H” 7 ‘quq{olg Qhol Déo\s&vs Qe)é q»\d

o | neTabi ).).\{ Vi D'ew!—ex.s - 5Pruc~,prrg BHQDUR',

jo,, ,g-;—l-\_ 7 [\)q,LWQ] Z [\/)ab\_ __,,,MJQ,_ A»e«;#—ac —BD'PMD,

LQMQ

UNT =22 6TQD\/ oe )MPORTAI\TT" ‘D15Agreks

ﬂoi’\— )5+L\’“? (ﬁcd"’;)u'\_a‘)éb& : C\‘ﬂc\— ‘}'5 ‘1[—&/7;3&2 )’hﬂyw‘}"é)@

Z 90-&,’?‘,7 -9 6UBRA—J~A R@f\/

ﬂq»\ 20"”"“9 F‘_)G_Ocl ‘J'\;}pcﬁ ._ahoL H"& Ph_o)ho\équ;\cﬂ‘E' ;

c:Lm i

-/vﬁ]r eg ano‘—*‘h@ E aime
qno‘&.) o Al : 'mahafemb

- Spucq’n-rn BHQOQR)

Jon 2bet’y deAcel croniee Gl il )

e e 7 D’F})Ct} : O'LAM-P;

~

.. —ard 7 l\x),-r,cqg-rmf\] /QND MAMNA CyeMeNT |

"TG/CHNMDUFC,;- oF D)épseTeR

)"ﬁ %qénc W""C‘ID)@ (‘)j——‘ dﬁ&aﬁ‘}'&r&

W\Qﬁé } )D\ : () Zame.n—é dee
S BRF}TQ RA' ‘ 3

1,‘“:___ﬂq'n 2"1% j D)éq-%"'aﬁ/ qu\qc/\,m—(c- PO
i , r\\ L) oo 6@1/&_&@4 7

Bt Manﬂgmaﬂe ) ShueATA BHQDUQI

: ﬂq’t_ 2&447 —7 E &JIL/A/ l/\)o\)’h)"m\/ = ‘]’E»-vg "7
' D/an ‘ LQAAV A

(DA = s I RHJN)NC\ Awgﬁzwaes Pr—zoqppm

PTND ; PROGQ,CT— 0!\) D'QAQT&& MF‘}NHG\&M Qf\ﬂ—' S




Oai—\, Lq‘:)"“\"? Uéq ge,z O‘L—- C:) 5 Qhr’" Ro.mu)'e : : |
Acngj maue.g L v CJ)Q?M“"G,}Z |

7 éugﬂﬁrrﬁ ,:2,:;,\ e i

mMan=na

—_—

fﬁam 2%-)*'7/9 }gqad— coor )2 '; \/Q;Q,QLG,LW T
' .geg_g,o..‘_' an e_J Ceg+tL}S~Cq+a o['é-}*y%bw}')c‘)»q = |

|
£ |
E I3
2
i
|
|
LR o |
= |
|
< I
|
I
|
— |
gy |
1




Sudhiranjan Lahiri Mahavidyalaya, Majdia
Department of Defence Studies
Course Title: CYBER SECURITY

Course Overview: The course entitled CYBER SECURITY 18 a critical aspect of modern
digital life and it aims to provide participants with comprehensive understanding of different 1
types of threats and i_mplementing robust securlty practices. However, through this course an _ " -
individuals and organisations can better protect themselves against the potentially destructive

effects of cyber attacks.

Objectives of the course:

1) It aims to educate individuals about potential cyber threats, best practxces for
safeguarding sensitive information and how to respond effectively in case of a ‘_5
security incident.

2) To have an overview of the cyber laws and concepts of cyber forensics

Prerequisites: The participants must be from any semesters but the priority will be given to

the students of Defence Studies and the course is offered to limited candidates.
Course Content: (30 hrs)

Week 1:

a. Introduction to Cyber Security —concepts
b. Challenges and Constraints
c. Key concepts in cyber security: Confidentiality, Integrity, Availability

d. Cyber security Best Practices
Week 2:

a. Types of Cyber Crime

b. Hacking

c. Password Cracking

4. Insecure Network Connection

. - Theft at Tele Communication Services
Week 3:

a. Impact of Cyber Crime on National Security




b. Impact on Armed Forces & Law enforcement Agencies’ Information Systems
c. Impact on National Economy/Market

d. Impact on Citizen Security
Week 4:

a. Detection and Prevention methodologies

b. Risk Identification —

c. Levels of Protection — Cyber Defensive Measures,
d. Cyber Laws

e. Indian Cyberspace,

f. National Cyber Security Policy 2013
Week 5:

Detection and Prevention methodologies

o

Risk Identification

Levels of Protection — Cyber Defensive Measures

e

d. Cyber Laws — Indian Cyberspace, National Cyber Security Policy 2013
e. Impact of Cyber Crime on National Security - Impact on Armed Forces & Law

enforcement Age
Week 6:

Privacy Issues

S e

Basic Data Privacy Concepts

c. Data Privacy Attacks, -

d. Data linking and Profiling,

e. Privacy Policies and their specifications, privacy policy language, Privacy in different

domains-medical, financial etc.

Assessment Pattern:

MCQ: 60 marks
Project making: 20 marks
Class attendance: 10 marks

Question and Answer round: 10 marks



Instructors:
1) Dipika Lama
2) Saugata Bhadhuri
3) Subrata Ray

Conclusion:

By the end of this course the participants will be benefited and will be able to differentiat -

various cyber security threats. This course will create awareness as cyber security is an

dynamic landscape of cyber threats.
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L Course Name: CYBER SECURITY
Session: 2021-22

Duration: January 3, 2022, to January 22, 2022

Time: 4:00 PM — 6:00 PM (excluding Sundays)

Week 1: Introduction to Cyber Security

Day 1 (Jan 3): Introduction to Cyber Security-DIPIKA LAMA

Concepts. challenges. and constraints
Overview of cyber threats and vulnerabilities
o Day 2 (Jan 4): Key Concepts in Cyber Security-SUBRATA RAY

Confidentiality. Integrity. Availability (CIA triad)
Principles of cyber security best practices :
"o Day 3 (Jan 5): Cyber Sccurity Framieworks and Standards-SAUGATA BHADURI
Overview of popular frameworks (e.g.. NIST. 15Q)
Compliance and regulatory requirements

Week 2: Types of Cyber Crime

Day 4 (Jan 6): Types of Cyber Crime Overview- SUBRATA RAY
Common cyber crimes and their impact
[.egal and ethical considerations
Day 5 (Jan 7): Hacking and l:xploitation Techniques-DIPIKA LAMA
Methods and motivations of hackers
 Case studies of notable hacking incidents
Day 6 (Jan 10): Password Cracking and Social Engineering-DIPIKA LAMA

l'echniques for password cracking
Social engineering tactics and prevention strategics
Day 7 (Jan T1): Insceure Netw ork Connections and Mitigation-SUBRATA RAY

Vulnerabilities in network protocols
. Securing network communications
Day 8 (Jan 13): Theft at Telecommunication Services-SUBRATA RAY
('vber attacks targeting telecommunications
Impact on communication netw orks and services

Week 3: Tmpact of Cyber Crime on National Security
o Day9 (Jan 15): Impacton Armed Forces & Law Enforcement Agencies’ Information
Systems- DIPIKA LAMA  _
Security challenges faced by defense and law enforcement
Sceuring critical infrastructure

Day 10 (Jan 17): Impact on National Economy/Market-SAUGATA BHADURI

°
I-conomic implications of cyber attacks
Case studies of cyber attacks on businesses and industries
o Day 11 (Jan 18): Impact on Citizen Security and Public Safety-DIPIKA LAMA

Cyber threats to individuals and communities
Protecting personal information and privacy
Week 4: Detection and Prevention Methodologies

« Day 12 (Jan 19): Risk Identification and Assessment-DIPIKA LAMA
Identifying cyber security risks and threats
Risk assessment methodologies
e Day 13 (Jan 20): Levels of Protection - Cyber Delensive Measures-SAUGATA
BHADURI
Implementing defensive measures and controls
~ Incident response and management
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