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The Calcutta Christian Observer

One of the most influential natives in Calcutta, Debendernauth Tagore, has

added his own daughter to the long list of eighty female children already receiving

instruction in the Institution, and the Raja Kali Krishna Bahadur, who occupies

the prominent position in Hindu society in the metropolis has accepted the office

of its president.
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We rear our mighty fronts towards Haeven ;

Where foot of mortal never trod ;

For we alone of nature’s work

Are chosen children of our God.

Ye verdent meads, ye flowing streams,

Ye in creation have your place,

Lo ! He that made you deemed you good ;

But only we have seen His face.
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A mighty attempt at unraveling threat by thread of the twisted psychology of

the modern maid that reveals itself in Bengal of today on a background of the

placid and self satisfied conservation which has lest neither its aggressiveness

nor its grip over the quidrunces of the society.
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Changing Dimensions of India’s National Security
Sachin Kumar Verma

Vishal Panday
Sumit Gupta

Introduction
National security in India has been increasingly threatened by the resourcefulness of
terrorist outfits. The cross-border flow of terrorists, huge damage to public and private
property, and the death and displacement of ordinary people are major threats to national
security. In the contemporary era, globalization and technological changes have led to a
change in the dimensions of national security. The partition of India in 1947, as the
division among various ethnic communities, led to the establishment of two different
nation-states. The ‘national’ idea could be defined by various means such as race, religion,
territory, and the sovereignty of people. The proposition of Indians as a ‘national’ race
was the basic tenet in pre-mutiny years.

Hypothesis of a racial issue was later replaced by the hypothesis of religion. National
security is a term used to relate to the protection of an individual’s integrity concerning
the state’s internal stability, sovereignty, and reliability. The aim is to provide a fair
understanding of the changing dimensions of national security. The discussion involves
the distinction between changing and non-changing dimensions of security. The main
objective is to present the three broad dimensions of security : the military-related dimension,
various dimensions such as economic, environmental, social, and political aspects, and
the overall view based on sustainable human societies.
Keyword : National Security, Internal Security, External Security, Diplomatic Strategies,
Human Security

Historical Evolution of Indian National Security
India’s historical understanding of national security issues can be divided into two broad
segments : ancient and modern. Ancient India had a vision of governance with a self-
sufficient gram (village). Gram swaraj is based on social harmony, positive intervention
in favor of the poor, and non-intervention in matters of the majority. Such self-sufficient
governance structures are removed from external security threats. The early kingdoms
were ruled by warrior kings who spread their authority with the help of an efficient
army. Several warrior states emerged in ancient India with a caste system dividing

Verma, Sachin Kumar; Panday, Vishal ; Gupta, Sumit : Changing Dimensions of Indian National Security
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society into various classes based on power of arms, knowledge, and income in the
hierarchy of national security. The focus of these warrior states was the conquest of
territories through treaties and military campaigns. The Mandala concept of power and
the concept of Dharma are relevant in understanding India’s foreign policy behavior
and national security strategies.1

Following the epic battle of Kurukshetra in which millions perished, the world’s
first and longest treaty came into being. Religion, social justice, and the well-being of
all were above the interests of class and individual, serving as the guiding principle of
life. Hinduism led to the establishment of renowned centers of scholarship and influenced
larger Asia, with some countries still practicing what they had learned from India. The
Ganapati puja was conducted for the spiritual protection of the self; the king offered
Homas, Yagas, and Yajnas to protect the kingdom from external threats. All the incorporated
countries were republics following the Buddhist companion constitution and the ministry
system. Buddhism allowed the natives to participate in discussions for governance and
influence national security planning. Sophisticated political tools were available to guide
behavior and manage conflicts. Diplomacy and statecraft were gracefully exhibited
both with the local kingdoms and the other civilizations. The Ancient Charter of Human
Rights allowed the active participation of women in governance, administration, and
foreign relations. The ancient education system was important to convert the insipid
man into confident leaders.2

Traditional Threats to Indian National Security
The traditional threats to national security have been a source of studied attention ever
since India became free. These threats stem from two sources : they may be external or
internal in origin. In a strict sense, the theory of national security is essentially concerned
with analyzing these sources of danger. In this section, we shall discuss the major external
and internal threats faced by India over the years. A discussion of these threats would
facilitate a detailed understanding of traditional approaches to India’s national security.3

External Threats - India has been involved in a number of military confrontations
with Pakistan and China after 1947. The conduct of war or preparation for its waging
presupposes certain overt or covert intentions and goals on the part of national
policymakers. Moreover, victory or defeat in such armed conflicts also has direct bearings
on the pursuit and fulfillment of national interests. Thus, the preparedness of the Indian
state to defend the territorial integrity of the country has strategic ramifications.
Besides, hostile relations with one or more of our neighbors might also lead to the
formation of a hostile military alliance or coalition against India. Such an alliance of
hostile powers may surround the Indian Union completely on all four sides. Intensified
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efforts to eliminate internal threats to national security have to be directly correlated
with the development of an appropriate defense posture to meet the external enemies of
the Indian Union. Internally, India also faced and is facing new threats on linguistic and
communal fronts. A fresh source of threat appeared on the horizon in 1974 in the form
of militancy which demanded Khalistan or a Sikh Haryana. In a federal polity, the
states or linguistic communities may have separate and immutable loyalties at variance
with the national interest. From the point of view of national integrity, such loyalties are
inimical. It is also generally agreed that utmost vigilance is to be observed in managing
these internal problems because foreign powers hostile to India have also interests in
Indian communal waters. Thus, internal and transnational overtones of separatism pose
a fresh dilemma of controlling external subversion and nurturing strong democratic
trust in the country. Maintenance of internal security, therefore, is a must for national
security. While discussing the role of the armed forces, attention may generally be
focused on external threats. However, the recognition of the new scope of traditional
sources of danger to our security should contribute to an improvement of our defense
preparedness, particularly in the field of internal security as well.4

External Threats
India faces a number of external threats that have a bearing on Indian national security.
The most significant of these threats to India comes from its neighbors. China is the
biggest immediate neighbor of India, and the two countries have had a series of problems
emanating from historical events. On the western side, India has had wars with Pakistan,
and at the time of writing, India is facing nuclear blackmail from one of the main allies
of Pakistan. A number of alliances and understandings between nuclear weapon states
on global and regional scales present a challenge to Indian security planners. The financing
of Pakistani military capabilities and the interests of China in South Asia are important
issues that have security implications for India. These countries, in combination, present
an external security threat to Indian interests.5

The self-proclaimed status of ‘superpower’ enjoyed by the US has compounded
these challenges. The superiority of the US in terms of conventional military capabilities,
reinforced by nuclear superiority, has increased Indian security vulnerability. The present
global power structure, in which the US is no longer checked, has undermined the
credibility of international nonproliferation, which in turn has caused a security dilemma
for India. The external threats to India's security emanating from its neighbors are military
aggressions and attacks that will have a fair degree of probability and certain magnitude.
The threat of nuclear weapons in the possession or in the process of production coming
into the hands of terrorist organizations continues to pose threats to peace and security
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around the world, including India. This leads terrorist organizations to be an external
threat. Also, because of the defamation of the terrorists and their outfits, the intensive
information warfare carried out by them and the people who support them is also an
external security threat in the new environment. The coming together of these players
thus necessitates India to adopt proactive diplomacy that is backed by military
preparedness.6

Internal Threats
The threats to national security are multifaceted and cut across the political, economic,
socio-cultural, and territorial dimensions. In the internal realm, there are various problems
that can have repercussions for the unit-level security of the state. The most pronounced
among them are issues such as separatism, ethnicity, religion, insurrections, terrorism,
and criminalization. These problems involve internal subversion, as they challenge the
authority of the state and encourage the people from within to establish alternate sources
of power. They can be explained through social, economic, religious, political, and
psychological factors, and responses to the problems can possibly be at systemic, sub-
systemic, and individual levels. In the internal dimension, the classical example is provided
by the ongoing separatist movement, which has the potential to destabilize the region.
Similarly, the movement, which is currently active in many districts, poses a grave
challenge to the prevailing governing systems in these regions. These problems are
directly related to the issue of governance, as the brewing of these insurgencies indicates
the inability of the state to meet the socio-economic and political requirements of the
population. These developments are fueled by socio-economic disparities and deprivations
in the regions. Militarization and attempts at repression in these regions make it appear
that the situation is under control. The vast populations in these regions have been
pushed into a confrontational mode, and it would be an unending cycle of violence and
counter-violence, as all insurgencies ultimately represent a siege of governance.7

Emerging Threats and Challenges
1. The nature of threats has been evolving rapidly in an equally rapidly changing global
situation. Newer forms and dimensions of threats have come to the forefront of national
security in every nation. Large-scale planning and policy-formulating security mechanisms
are meeting temporal turbulences to the chagrin of states facing these challenges. Technology
and robotic systems are likely to be integrated bit by bit into all forms of weapon systems
that control the conduct of contemporary warfare. These technologies have characteristics
that make them easier to exploit in this broader context of hybrid warfare. Cyber threats
have started raising the bar of the traditional concept of security challenges. Cybersecurity
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challenges are of multiplex vulnerability ranging from espionage, including both technological
espionage and criminal espionage, to simple intrusion. Along with these, there are
cybersecurity inadequacies, hacks and plug-ins, cyberattacks, critical national
infrastructure attacks, data breaches, cyberterrorism, and state-sponsored attacks.8

2. With the rise of the digital commons as the preferred method of communication,
there has been a resultant explosion in the actual and potential misuse of cyberspace for
stirring up violence and terrorist activities. The influence of social media in instigating
terrorism, radicalization, extremism, and violence is also becoming a problem. There
have also been repercussions from lone wolf and homegrown violent extremists. Terrorism
and violence instigated by terrorist organizations and states are indigenous as well as
extraneous.9

Cybersecurity Threats
Cyberspace has become an important dimension that shapes power and security. India
has witnessed a significant rise in the number of cyber incidents over the past one and
a half decades. This includes several notable incidents that have featured a high level of
sophistication. The government and private sector entities in India have been targets of
cyber adversaries because they consider operations in cyberspace a low-risk means of
pursuing their own objectives. However, the digital infrastructure of India has several
elements of vulnerability that make repeated and sophisticated cyber threats a concern
for national security. In terms of impact, successful cyber operations can make parts of
society, the civilian economy, infrastructure, and government dysfunctional, which could
have a spiraling effect on national security.10

The Indian Ministry of External Affairs was compromised by an alleged cyber group
in 2012. The website of the Indian National Security Guard was compromised in 2011
due to an email spear phishing attack. Again, in 2010, on the eve of Indian Independence
Day, a major news website was hacked. India was not alone. There are reports of foreign
entities having hacked the email systems of political organizations. Other targets of
cyber actions include government and non-government entities in various countries.
There are also reports of ongoing cyber espionage against government and corporations.
The fact that developed countries are unable to eliminate attacks on cyberspace is partly
because other countries and non-state actors see it as a relatively cheap and consequence-
free means of aggression. This underlines the fact that states like India should not rely
only on firewalls and coast after putting a successful cybersecurity defense in place. It
is vital that India also enters the cyber offensive equation.11
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Terrorism and Extremism
Terrorism and extremism. Terrorism has emerged as a major component of India’s internal
security challenges and increasingly remains near the top of the national security agenda.
The years since India’s independence have witnessed terrorism in all its violent patterns :
explosions, hijackings, shootouts, and bomb blasts. The motives of terrorists are varied
and wide-ranging, including demands for independence for a portion of territory, as in
the case of Jammu and Kashmir, or to secure the release of jailed comrades. One often
advanced reason for terrorism is that it stems from poverty, but many terrorists are
well-off and hail from affluent families. An underlying consideration behind this kind
of public violence is a deep and abiding belief in a set of faith-based motivations.12

In the main, economic deprivation appears to have become the terms and conditions
precedent for extremist activities in the long run. Many young people from the minority
segment are turning in favor of jihad, thus going on to be called homegrown terrorists;
they are marginalized, excluded, and disillusioned with the very system they previously
wanted active participation in. Early youth seems to have been radicalized mentally
with a spirit of vengeance against the perceived oppressors, thereby directing their
attention to create an injurious impact. There is a relationship between political and
financial issues and jihad or extremism, and people complain of discrimination. We
need to root out the very causes of extremism: poverty and economic disparity, the
vacuum in participation, extortion, marginalization, and illiteracy in connection with
them. An essential issue we need to investigate is the way in which certain countries
have evolved into hotbeds for extremism. The objective of technology transfer in relation
to internal security is to accentuate the forces effective enough to confront terrorists.
The developing interweaving nature of terrorism has opened up numerous avenues.
The pressing concern is the need to counter external terrorist threats that we are faced
with due to the activities of transnational terrorist organizations. If we are to counter
this kind of threat, tackling the ‘real’ root causes of Indian society’s malaise would be
most conducive. And one must acknowledge that this malaise is spread across the board,
spanning both social and personal issues. Some of the factors that are bedeviling India
are discussed below.13

Role of Technology in National Security
The latest technological advancements have had a sizeable impact on the conduct of
war and the expansion of the scale of national defense security cover. The easy access
to commercially available military-grade weapons, surveillance systems, underwater
technology, and electronic warfare systems has made the traditional means of securing
the state and its assets insufficient. The use of artificial intelligence and machine learning
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has also had a major impact on the conduct of military operations. They are now being
employed to improve the situational awareness of the commanders and provide actionable
intelligence. In the present world, technology is advancing at such a fast pace that the
regulatory mechanism to maintain a check on their uses and abuses is not able to keep
pace with this rapid change. Today, because of the cyber regime, spending on the security
sector is measured with the help of Gross World Product. It is difficult to say to what
extent the national security systems, including national defense, have prepared themselves
to face this type of challenge. However, in modern defense planning, every nation is
measuring its readiness for cyber security. More and more assets of the defense services
are being connected to the net to achieve shared awareness and build a force multiplier
effect for homeland security. The domain of technological activities that have a close
affinity to national security, considered an approximation, are, in fact, the soft power
assets of the nation that provide alternative growth for the development of the nation at
the international level. The endeavor for the Indians should be to attain a focal position
in the changing scenario of the world, for which there is a need for a very broad policy
not only for the defense services but also for other governmental departmental activities
to be attractive to private investors.14

Military Modernization and Strategic Partnerships
This section analyzes the ongoing military modernization efforts in India and the
importance of strategic partnerships in enhancing national security. It reviews the current
state of India’s armed forces, emphasizing the need for modernization in equipment,
training, and operational capabilities.15

The ongoing modernization of the armed forces would require the induction of state-
of-the-art subsystems and equipment, training of personnel, and restructuring of the
existing force into a more lethal and efficient fighting force. The modernization has to
include the establishment of systems that would bring in operational and combat efficiency.
Our alliance strategy until recently has been characterized by our unwillingness to join
blocks and our preference for being non-attached. The prevailing circumstances in the
Indian security environment demand a tightening of strategic partnerships and a closer
defense relationship with major powers. The heart of our strategy would be the emerging
equation with major powers and regional countries in the extended neighborhood and
beyond, who have significant stakes in the peace and stability of the Indo-Pacific region.
These partnerships would help us in procurement and joint development, enhance
technological and military capabilities, and provide a bulwark against belligerence.16

We must develop our combat capabilities, joint military strategy, and options in
intra-theater and trans-theater wars. At the same time, reliance on our homegrown weapons
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and war materiel would remain indispensable. The initiative in the defense sector is,
therefore, central to our own military upgradation. That said, we must also develop
inertia and prowess, gain capabilities, and build a technological and military-industrial
base through imports and deep partnerships. A balanced and pragmatic combination of
a downstream approach on one hand and wider strategic vertical and horizontal
collaboration would be important for success in realizing the overarching objectives
of modernization. The modernization of the armed forces assists in achieving one of
the core aims of the strategic culture, which is to ensure an environment that is favorable
for India to attain fundamental objectives. Any force planning and structure for meeting
security challenges should aim to ensure the separation of capabilities between India
and our adversaries. Evidently, the major efforts of modernization by neighboring countries
have been in the field of procuring big-ticket defense items such as fighter aircraft,
submarines, and main battle tanks. This leads to India’s requirement for self-capability
in procurement in the interest of national security and economic development.17

Diplomatic Strategies for National Security
Diplomacy is a preferred mode of addressing the complex conflict dynamics. While
underlining its significance, it is advocated that diplomacy must be the first line of
defense. This, inter alia, underlines the rationale to engage in diplomacy for securing
India’s broader national interests. Thus, many a time, the national security framework
considers a space beyond the strategic domain of forces and war to be secured. The
available analysis reasserts that foreign policy, in a positivist sense, is the actual projection
of power in the international domain. As India projects its foreign policy, the essential
capital for its projection needs to be the fundamentals of mutual democracy, justice,
liberty, and equality, ensuring the general welfare of Indian constituents.18

In a post-Cold War era, the terrain is more conducive to the realization of multifarious
aspirations of India in a more unequal world. India’s Act-East and Look-West policy,
Gujral doctrine, and, of late, Node policy to increase connectivity with neighbors through
economic and political engagements and energy cooperation visits of various leaders is
not only to foster good and friendly relations but also to create and contribute to the
regional and global public good economy. India, in realpolitik, might not own many
definitive security partnerships, but its chosen diplomacy has significantly marginalized
extra-regional political actors’ potent engagement and thereby its impact to catalyze
conflict dynamics to the subversion of the state. Diplomatically, India has also used
plurilateral and multilateral forums, starting from the United Nations to the Non-Aligned
Movement, that have collectively acted to ameliorate the insecurity of India. Furthermore,
the underlying significance of India's shift to multilateralism ruminates the fear of
exclusion from agendas and norms that could influence its security environment.19
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Under a realpolitik perspective, as underscored by scholars, the polity also uses

cultural diplomacy and soft power as supplements to enhance national power. India’s
rich culture and tradition, which is non-threatening and non-malevolent in nature, is an
additional factor to distinguish its power from traditional power that is sharp and stabbing.
Soft power is a means in India’s diplomatic tool to attract, manipulate, and impress to
gain and realize its national interest. Cultural diplomacy has thus been instrumental in
selling ideas on policy matters and shifting the conflict dynamics in the international
arena more securely. With India being the largest democracy, cultural diplomacy reinforces
the faith and confidence of countries in India as a stable and responsible friend and
neighbor. Assertion and supplementation of AYUSH is not just a pharmacological
experimentation but a forerunner tool of cultural diplomacy in this paradigm. Cultural
symposiums, workshops, fine arts performances, and book releases about neighboring
countries are many such instances that contribute to endeavoring India’s positive image
that is linked with the philosophy of non-intrusion in all others’ internal politics.20

Economic Dimensions of National Security
The closeness between economic policy and national security can be seen in India’s
strategic planning. For instance, economic growth will improve India’s security. In fact,
the economy is the cornerstone on which a country’s military power stands. A strong
economy is also a source of military strength. In this sense, robust economic growth
will replicate itself on the defense action, armamentization, and defense potential generation
of a country. For developing countries, poverty and unemployment lead to unrest and
internal disorder, which is a threat to social and human security. Building and developing
any form of military power depends on a strong economy. The experience and example
of America can be cited in this context, where its huge economy is testimony to the
disaster during the last world wars.21

Some countries see themselves in a gray or twilight zone in which prosperity brought
on by capitalism may in fact provide the main vulnerability. They can escape time and
are not hurting for the benefit of the international economy. However, even if it is
completely self-reliant, a government may appear to be unchallenged and in control of
the greatest proportion of capabilities if other states are unable to intrude upon it. Hence,
it can be speculated that an external party will first attack its economic capabilities if a
potential conflict escalates. Economic independence is crucial, but it is not conceivable
without engaging with the international economy. In the international community, even
the nation is a unit of self-sufficiency, so it is still part of an interdependent world.
Various strategic partnerships are being established with a variety of countries to bolster
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India's military strength in the age of globalization. A strong intention of self-reliance
has been frequently expressed in India’s strategic literature. It has caused us a lot of
problems in times of emergency, as we are now entirely reliant on state-created or
state-owned industries. The theory of economic development, though, has led to
rethinking in this direction.22

Environmental and Climate Change Impacts on National Security
The situation is precarious since natural disasters, whether rapid in occurring or slow,
economic deprivation, and demographic shifts due to successive droughts, styles of
investments and development, resource scarcity, and environmental degradation will
pose non-traditional challenges to India’s national security architecture. Both historically
and contemporarily, environmental and ecological stress has been seen to trigger social
unrest and strife, as the recently addressed assertion of the link between the siege of
Megara in 402 involving Kypsilenus’ insult; he called the fifty wantres who were suing
for relief as environmentally induced migrants, thinking that trees could be men. The
deed not only involved debt-induced migration, eyeing Tukhobuldo village in Charkha
Dan block on the allurement of Rs 5,500 per acre given as grants, but also the entire
family of migrants was famously based on compensation-based migration strategies
for subsequent generations.23

Addressing Environmental Security as Integral to National Security : Progressive
policies of the government in the 1960s have held India in good stead both domestically
and internationally by establishing itself as a responsible democratic nuclear power, an
emerging political-economic center, and a distinct member of the global community,
and a resolute non-aligned middle power pursuing its own national interest. The countries’
engagement to seek means to secure the environment reduces their vulnerability to
transboundary environmental threats and transnational security challenges. Environmental
security does not only engage with environmental pollution and degradation but also
makes societies more vulnerable to poverty and insecurity. This has caused a change in
the political economy of the state in an inseparable way and brings the concern of
development to the national, if not human, security forefront too. Once society is gripped
deeply by concerns of political economy insecurity, it cannot be anything but a security
challenge as well as a national security issue - this is despite the adoption of international
policy interventions inconsistent with the basic rights of the people.24

Social and Human Security Issues
National security encompasses different dimensions and cannot simply be reduced to
traditional security, force security, or defense per se. Human life, personal freedom
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from fear, and a decent quality of life are primary and fundamental to any concept of
security. Insecurity felt by citizens can arise from inequality, fluid identities, low social
and economic mobility, as well as uncertainty. This is conceptualized variously as social
security, human security, and social justice. The growing emphasis on human rights
and social justice in security and, therefore, policy making has made it essential to
address other social issues and areas that were previously part of societies and not
addressed in security discourses. Therefore, disparities and inequalities have worrying
security implications, particularly at the national level, and communities must be mindful
of social development as an integral part of the security strategy. In access to resources
and development, the security dimension must identify the denials of political and social
justice. The acquisition of weapons and force development cannot ensure national and
regional peace unless there are measures for social development. Economic distribution,
therefore, affects society. Poverty and unemployment could emerge as fuel for extremists’
access, as it gives the vulnerable a cause for sub-nationalism and separatism. Ironically,
one can witness the great disparity and disconnect between the prosperity caused by
economic development and human development in many states. Equity within and
among communities fosters an environment for peaceful living.25

The only way to address security for the Adivasis, Dalits, minority groups, and women
is through inclusive plans that address the lopsided and exclusive social development
initiatives already in place in a gradual manner. Only a holistic development plan will
ensure national peace in the long run. Similarly, in a regional context, health scenarios
need to be taken into national security considerations. United and stable nations ensure
regional peace, and a democratic, stable, peaceful region would ensure international
peace. Finally, interdependence due to global entities has forced nations to think of
global security. Each country’s failure is an international opportunity for pandemics-
ecological and disease vulnerability. The aim is a democratic global peace, which is often
misconstrued as global peace, and so free trade is seen as the way. In sum, national
security is not only about strategies that ensure the survival and continuity of one's state
perpetually, but also about the intellectual and social dimensions that inhibit an
unfriendly attack.26

Role of Intelligence Agencies
Intelligence agencies have a pivotal role in Indian national security, and their role has
assumed greater importance due to the emerging security challenges. Before dividing
the two broader functions of intelligence, it would be useful to discuss and focus on the
key intelligence agencies, which perform intelligence roles and work as sentinels for
safeguarding India’s security. The outer perimeter of intelligence is the Intelligence
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Bureau, Directorate General of Security, Research and Analysis Wing, and State Special
Branches, which act as an early warning system and have two broad functions. With the
raw data that the organizations collect, the part of the organization that looks at data
and manages it can be viewed as the ‘information management’ side. The part of the
security organization that takes data, adds operational information to it, analyzes it, and
attaches a judgment or forecast to it is the ‘intelligence’ side.27

One part of the successful combating of this problem, therefore, is to improve the
information the organization has available by networking with governmental and private
sector institutes and improving the management of this information. On the other hand,
the organization must look at threats to security and reduce information to a manageable
size. Much of this work can be done using computing tools, which promise to sift
through vast amounts of information available in order to identify key trends and perhaps
even threats. These could be seen to be on the border between the management of
information side and the intelligence side. Some of these technologies may be useful in
identifying threats or neutralizing them before they become personal or even localized.
Intelligence agencies could use this data and ‘final frame it,’ but it is important that this
technology does not replace the ‘human factor.’ Knowledge, wisdom, and creativity
can never really be replaced by technological advancements.28

Legal and Ethical Considerations in National Security
Legal and Ethical Considerations The literature on national security talks about the
relative balance between state power and individual freedoms. Measures imply a
comprehensive code to protect all affected persons. As human rights norms adhere to
the principle of ‘universality’, laws must respect the same. The crux is to ensure that
while crafting national security laws, and to be precise while implementing them, the
human rights of individuals are not violated unless such violation is absolutely necessary
for national security needs. The state must be wary of ways to justify a wrong employing
illusionary reasoning. Various judgments have drawn a fine line between upholding
human rights and ensuring national security simultaneously. The marginalized status of
human rights emanates from the proposition that safeguards meant for individual rights
are merely ‘general principles’. A cross-analysis of laws in vogue revealed that India
has almost all required laws to govern the various dimensions of national security,
including personal data protection, surveillance, cybersecurity, etc. The contours of
these laws are based on the demand of technological and ethical needs and are believed
to minimize the possibility of their utilization for extraneous considerations.29

Yet, all these aforementioned provisions are based on the expectation that the
enforcement agencies would function flawlessly. This may not always be the case.
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Rather, if such agencies want, they can find ways and means to violate the very purpose
of these special laws. Ethical issues that revolve around the functioning of personnel
are of greater concern. As such, crimes and corruption are also ethics-related issues.
Violent crimes need law and force of investigation, while preventive corruption could
be quickly checked by judicial scrutiny. Yet, the discussion at present focuses on ethical
dilemmas. These exist because each domain, i.e., national security staff, also believes
in numerous ethical principles that tend to guide their decision-making process. There
lies an ethical dilemma on the choice of principles to rely on. In a democratic setup,
especially when a country like India is home to numerous ethnic diversities and religions
with relative rights, ensuring national security policy becomes even more difficult under
the position of ethical theory. It is further emphasized that civil society and public
ambience also influence the crafting of national security policy. Ethical principles bound
by international legal obligations might ensure upholding the jus cogens. However,
whichever ethical principles are given prominence by the security staff must be just and
reasonable. In actual application, in that case, security issues should be dealt with scrupulously
as per the law of the land that excellently represents the ethical and legal underpinnings.
Democracies must make a resolute effort to integrate ethical theory with the legal rationale.
It should be ensured that the security policy can withstand the ultimate check of its
consistency with one another. Democratic values, as a result, will not only limit the
area of recognized national security but may alter what that policy demands. Such an
alignment could make the policy judicious and desirable, having bared the required
legal and ethical foundations.30

Conclusion and Future Prospects
The national security paradigm shapes the overall thinking on security and governance
in any society, state or polity. Security strategies, policies and legislations, defence
preparedness, fiscal management is the product of any modifiable security paradigm
which is influenced by the likes and dislikes of the society. We are passing through an
era of transition and transformation ranging from military juggernaut to a range of
cross border crimes and between the rise of regional dialect belts to the threat of suits.
Such a state of affairs makes any overlapping of security strategies beyond national
borders. National security society, technological advancement and change in the patterns
of threats and challenges are a part of changing times. It is in the fitness of things in
developing countries which are caught in the vortex of development. Poverty revolves
and concerns for ecological, environmental, existential nature can assume dimensions
of national security issues as they all impinge on the quality of life and peace. In order
to survive one must have the strategies to address both the militaries, moreover technology
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for war and society for whom war is to pose no problem. Thus disasters, a range of
local, zonal and national conflict and self-inflicted emergencies demand a newer approach
in turn to broaden the dimension of ‘war’ and ‘warfare’ in terms of comprehensive security.
Any restructuring and repositioning must also involve foreign and domestic. To increase
the effectiveness of the efforts and strategy formulation it is important that academia
and policy come closer in the years to come, both for a better understanding of the
security scenario and to make our strategy effective because the future is closely associated
with technology.
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Abstract :
In today’s context, artificial intelligence (AI) has evolved into a pervasive term,
extending beyond diverse fields of expertise. Its integration into the accounting domain
is no exception. AI is playing a pivotal role in accounting, initially by automating laborious
tasks to enhance efficiency and precision. This utilization of AI not only streamlines
operations but also unleashes the potential for accomplishing more with available
resources. Accountants leverage AI to automate administrative tasks, liberating valuable
time for in-depth data analysis and interpretation. There are three primary domains
where AI proves instrumental in advancing the accounting profession. The foremost
application of AI lies in invisible accounting, where the automatic management of data
collection, organization, and presentation is orchestrated by AI. Another crucial realm
where AI significantly benefits the accounting field is continuous auditing. AI expedites
data reviews, swiftly identifying duplicate invoices and ensuring accurate expense
categorization. This facilitates continuous audits, fostering enhanced financial protection
and control, thereby building trust. The third sphere where AI contributes to the accounting
profession is by providing insights for informed decision-making. AI aids in business
decision-making by deriving actionable insights from historical transactional data and
external factors. This article delves into the practical implementation of AI in the
aforementioned areas, offering concrete examples to illustrate its applications in the
field of accounting.Despite the chain of wide-ranging effects brought on by the advent
of AI, it would be erroneous to proclaim it as a Deus ex machina, or “god of the machines”
since the field of AI is yet to undego developments that successfully mirror the
nuanced capabilities of human intelligence. The humanity of intelligence is not something
that can be easily replaced. (Aryal, 2022)

Keywords : Artificial intelligence, Audit, Digitalization, Human Intelligence

INTRODUCTION :
By the close of the 20th century, the realm of science fiction had already acquainted
itself with artificially intelligent robots. In 2011, a pivotal moment emerged as society
started grasping the capabilities of AI and its enormous potential. IBM’s AI-driven
creation, Watson, took center stage on Jeopardy, a popular TV quiz show. Crafted
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specifically for a three-night Jeopardy competition, Watson was equipped with
“DeepQA,” a software program capable of querying 200 million pages of information.
Watson achieved a notable victory over two of Jeopardy’s most accomplished contestants,
Ken Jennings and Brad Rutter (Best, 2017). Best suggests that Watson’s triumph, rooted
in its capacity to retain extensive data, prompted contemplation about the possibility of
AI surpassing human intelligence. In 2013, Frey and Osborne released their study, “The
Future of Jobs,” which examined how susceptible American jobs are to computerization.
Utilizing O*NET, the U.S. Department of Labor’s online data repository, they categorized
occupations based on knowledge, skills, and abilities, estimating the likelihood of
computerization for 702 detailed occupations (Frey & Osborne, 2013). Accounting
jobs received a risk index of 0.94, categorizing them as “risky.” This research cited
over 9,300 times on Science Direct alone, gained widespread attention from media
outlets (New York Times-2017, Economist-2018) and major accounting firms (PwC-
2018, Deloitte-2017), fostering concerns that AI could replace accountants.

AI holds immense potential not only in computing but also in accounting. Its speed
in processing information, recalling data, automating tasks, and summarizing large
datasets is invaluable to businesses. This has led to increased adoption by accountants
for decision-making, transaction documentation, tedious task automation, and fraud
detection. Despite these advantages, there are associated risks, particularly as AI takes
on an independent decision-making role. Major risks include the absence of regulations
and compliance standards, threats to human creativity, and the potential for human bias
in AI.

In exploring the merits and pitfalls of AI, this article aims to highlight the parallels
and distinctions between AI and human intelligence. Additionally, it seeks to trace the
historical trajectory of AI to comprehend its implications for the future of accounting.
Furthermore, an examination of various texts will be undertaken to envision the potential
landscape of accounting in a workplace dominated by AI.

Contextual information regarding Intelligence, Artificial Intelligence, and the
application of AI in the field of accounting :
Perceptions of intelligence differ from Individual to Individual. As per the Merriam-
Webster Dictionary (2021), intelligence is characterized as “the capability to employ
knowledge to manipulate one’s surroundings or to engage in abstract thinking, as
assessed by objective criteria.” Some view intelligence as the aptitude to solve problems
and excel in assessments like an IQ test, while others define it in terms of decision
making capabilities. Over the years, numerous definitions of intelligence have emerged.

Harvard psychologist Howard Gardner proposed “The Theory of Multiple Intelligences”
in 1994, categorizing intelligence into eight types : verbal-linguistic, logical-mathematical,
visual-spatial, bodily-kinesthetic, musical, interpersonal, intrapersonal, and naturalist.
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Gardner expanded this theory in 2011 to include existential intelligence, challenging
the traditional notion of a single cognitive-focused intelligence. He argued that the
emphasis on logical-mathematical abilities in schools and society does not represent
the full spectrum of human intelligence.

Within the realm of Artificial Intelligence (AI), Professor B.J. Copeland delineates
it as “the capacity of a digital computer or computer-controlled robot to execute tasks
typically linked with intelligent entities.” Moudud-Ul-Huq (2014) explains that AI
encompasses various algorithms, models, and techniques derived from statistics,
machine learning, databases, and visualization. Before AI, computers were limited to
solving pattern-based problems and couldn’t make independent decisions. AI, however,
enables computers to deduce logical and mathematical conclusions independently, learning
from data patterns and continually expanding expertise.

AI’s history dates back to 1950 when Alan Turing published a paper on building
intelligent machines. By 1956, researchers were collaborating on AI’s future, and Joseph
Weinbaum created the first chat program, “ELIZA,” at MIT. This early AI demonstrated
conversational capabilities as sophisticated as human interactions.

AI’s contemporary applications are widespread, influencing decision-making in
various sectors, including business and daily life. Security cameras use AI to identify
individuals in homes and businesses, streaming services like Netflix utilize AI for
personalized watchlists, and AI aids in vaccine development, as seen in the response to
COVID-19.

In the field of accounting, AI’s history can be traced to 1986, with extensive research
on its applications in auditing, taxation, financial accounting, management accounting,
and personal financial planning. Expert systems (ESs) are a popular example of artificial
intelligence (AI) in accounting that mimic human competence. They are used to tackle
tasks like massive data analysis and month-end closing. The growth of AI in accounting
is attributed to its ability to solve mundane tasks efficiently.

Benefits of AI in accounting :
Ernst and Young [EY] (2018), a prominent accounting and advisory firm, noted that
organizations embracing AI at the enterprise level enhance operational efficiency,
facilitate quicker and more informed decision-making, and foster innovation in new
products and services. This recognition of AI’s potential has prompted substantial
investments in AI technological developments by businesses globally. The projected
annual growth for the AI market, encompassing software, hardware, and services, is
estimated at 16.4%, reaching $327.5 billion in 2021 (Shirer, 2021).

Speed is a paramount advantage of integrating AI into accounting. The remarkable
speed of Watson demonstrated in its victory over Jeopardy champions, underscores the
edge of computers in swiftly retrieving data compared to the human brain. While
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human cognitive abilities excel in higher-level thinking and analysis, computers,
designed for rapid and accurate information processing, outpace humans in processing
time. This processing speed, exemplified by microprocessors in 2015 operating at
2 GHz compared to the human mind at 200 Hz (Urban, 2015), significantly benefits
accounting firms. Workflow automation software, particularly technologies like
robotic process automation (RPA), accelerates the month-end closing process, minimizing
errors and enhancing efficiency (Brands, 2016). RPA eliminates manual, error-prone
tasks, enabling organizations to achieve efficiency and accuracy improvements at a
reduced cost, allowing accountants to concentrate on tasks aligned with human cognitive
capacities, such as formulating strategies and analyzing results produced by AI.

AI also facilitates effective summarization of accounting data, especially in auditing
processes dealing with extensive financial and non-financial datasets. Cognitive
technologies, a subset of AI, aid auditors in sifting through large volumes of data for
accurate decision-making. Automation in auditing includes robotic counting, physical
analytics, and predictive analytics (Kokina & Davenport, 2017). Researchers emphasize
the use of AI technology to enhance accountants’ ability to process information from
large datasets, as working with such data sets without technical assistance can lead to
increased ambiguity, misidentification, and suboptimal audit decisions (Issa et al., 2016).

The adoption of AI in accounting also streamlines laborious and repetitive tasks,
leading to notable efficiencies in the workplace. AI excels in handling monotonous
tasks, dealing with highvolumes of repetitive work, and providing analytics for
decisionmaking based on large datasets. Enabled by computer-assisted audit tools and
techniques (CAATT) software, accounting automation empowers auditors to perform
testing at rates that were previously unprecedented (Accountants, 2018). Shifting the
responsibility of monotonous tasks from humans to computers enables the human
workforce to contribute more to tasks requiring critical thinking. Successful implementations
of AI in prominent accounting firms, such as Deloitte’s “Argus” machine learning software
and PwC’s “Halo” system, demonstrate the effectiveness of AI in trend analysis, term
identification in contracts, and identification of problematic journal entries, enhancing
efficiency and reducing repetitive labor (Dickey et al., 2019).

AI’s impact on fraud detection is noteworthy, particularly in response to legislative
measures like the Sarbanes-Oxley (SOX) Act of 2002. AI applications, such as machine-
learning algorithms, have proven effective in identifying credit and insurance fraud,
uncovering accrual manipulation, and detecting unusual fraudulent activities like
discretionary accruals and unexpected growth in employee productivity (Frederick and
Schwartz, 2014; Rahul et al., 2018; Stancheva, 2018). AI’s ability to recognize inconsistent
data contributes to efficient fraud detection (Nickerson, 2019).

Beyond specific tasks, AI enhances overall productivity by eliminating menial tasks,
allowing a focus on cognitive tasks and tacit judgments. At both micro and macroeconomic
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levels, AI induces productivity growth, reducing labor costs, increasing throughput and
quality, and decreasing downtime. The expected annual improvement in productivity
ranges from 0.8% to 1.4%, translating to a 15% growth over a decade linked to AI
(McKinsey Global Institute, 2017). While concerns about job displacement may arise,
cognitive AI is predominantly used to enhance productivity in tasks traditionally
performed by machines, thus contributing to overall efficiency and growth (Wheaton
& Nguyen, 2018).

Challenges linked to AI :
Despite the advantages AI brings to the accounting profession, there are many
challenges associated with the implementation of AI. One primary concern is related
to business ethics and compliance, as a firm’s reputation heavily relies on adherence to
regulations and ethical practices. The deployment of AI in job functions poses potential
problems, as the technology’s ability to draw conclusions may lead to unfavorable
decisions if not properly supervised by human judgment. Malfunctions in the AI code
resulting in unethical decisions could have catastrophic consequences, especially if
programmers lack proper training or if the AI is acquired from third parties. The lack of
regulation and compliance standards regarding AI usage by the government further
amplifies these risks, providing businesses with a high degree of freedom in AI applications.
This regulatory gap, reminiscent of the Enron and Wall Street crises, reflects the challenge
of establishing standards for a rapidly developing and diverse field like AI.

Insufficient research and trust in AI’s integration into the workplace for various
tasks present another risk. AI’s reliance on repetition may render it unreliable or faulty
in complex or unique circumstances. The widespread use of AI in accounting, while
promising, introduces unforeseen circumstances, and the risks associated with AI,
particularly ethical concerns and threats to human creativity, are expected to intensify
as the technology advances further.

The cost during the installation phase is an additional risk associated with AI. Initial
installation of AI typically incurs high costs, with estimates reaching up to $300,000
for AI software, whether acquired from a third party or custom-developed. Factors
influencing AI software costs include the scope of the system required, its features, and
management. Integrating a technology that is not fully understood or developed poses a
significant opportunity cost, adding to the overall risk of AI implementation (Web_FX,
2021).

Benefits and drawbacks of AI :
The world has undergone significant employment shifts throughout history due to
technological advancements. Accounting, as a crucial element of rapidly evolving businesses,
has consistently adapted to new technologies to enhance accuracy, optimize efficiency,
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and better serve clients. Some tasks in accounting, due to their time-consuming and
monotonous nature, may lack appeal for professionals. The skills required for accounting
professionals evolve over time, and as technology changes, so do the roles of accountants.

Throughout history, accountants have adapted to advancements in technology, from
the invention of bookkeeping in the 15th century to the introduction of computers in
the 1900s and the rise of automation and processing through software like VisiCalc in
1978. As AI becomes more prevalent, certain fields within accounting now require
minimal human interference. The market size of accounting services has grown significantly,
reaching $119.5 billion in 2021. While big firms leverage AI for monotonous tasks, its
application is limited to highly repetitive functions.

AI undeniably provides immense value in driving sales and boosting revenue and
profits. Once integrated into systems, AI increases productivity more significantly than
previous technologies. However, the substantial costs of AI pose financial challenges
for businesses, leading to careful consideration before investment. Deloitte University’s
framework evaluates an investment’s viability, value, and vitality.

In the realm of data management and analytical decision-making, accounting requires
advanced tools. AI-powered data analytics tools enable efficient processing and analysis
of large datasets, enhancing decision-making processes. Although businesses leverage
AI to aid accountants, they remain cautious about its independent decision-making
capabilities. Despite AI’s benefits, risks and limitations persist, prompting companies
to use AI as a support system under human supervision rather than as autonomous
decision-makers in the accounting profession.

Stein (2017) highlights that future accountants will need essential skills such as
mining structured and unstructured data from diverse sources, identifying potential
data risks and issues, and applying data analytics to transform raw data into valuable
insights. A solid understanding of how AI functions can give accountants a competitive
advantage in mastering data analysis, leading to an enhanced comprehension of financial
statements. Effective data interpretation will require future accountants to emphasize
visualization and analytics. Moreover, in the era of AI, communication skills and critical
thinking will play an increasingly crucial role (ICAEW, 2018).The competencies of
accountants in machine learning and data analytics will be particularly valuable. They
can offer support to other employees by aiding in the understanding of complex models
and extracting meaningful insights from data (ICAEW 2017).

Gamage (2016) emphasizes that future accountants will extend beyond the role of
mere preparers of financial data. In an era dominated by AI, the profound numeracy and
data analytical skills possessed by accountants will be exceptionally crucial. This sentiment
is reinforced by her assertion that proficiency in data analytics and financial modeling
will empower accountants to assume more proactive roles within their organizations.
As accounting becomes increasingly intertwined with technology, technical literacy
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will be indispensable for accountants. Professionals in accounting must also acquire
proficiency in utilizing data visualization strategies and programs to translate vast
datasets into meaningful insights for clients and organizational leaders. Entry-level
accountants need to assess their roles and adaptability to upcoming technological
changes, as automation is likely to replace many transaction processing and data entry
responsibilities (Brands, 2016). To prepare for an AI-driven workplace, aspiring
accountants should explore various avenues. While job training is typically provided
during onboarding, it is crucial for students to encounter AI as part of their formal
education before entering the workforce. As certain accounting processes become
automated, accountants must grasp the language underlying these programs and the
information they can extract. This knowledge will enable collaboration between accountants
and programmers to scrutinize code and ensure the absence of human biases.

Financial reporting and revenue forecasting stand out as two accounting functions
poised for significant evolution through the integration of AI. Despite the current application
of computerized models and advanced techniques, forecasting remains challenging due
to its inherent uncertainty, asymmetry, and risk (Stancheva, 2018). The implementation
of predictive models by AI has the potential to enhance the accuracy and quality of
financial forecasting-an integral component of budgeting and strategic management
for companies. It is noteworthy that as far back as the 1980s and 1990s, certain expert
systems were employed, primarily for tasks such as cash flow evaluation and the analysis
of business combinations, the accounting treatment for leases and the analysis of financial
reports for regulatory purposes (Yang & Vasarhelyi, 1995). As AI continues to advance,
financial reporting and forecasting are expected to undergo more significant transformations.
For instance, in corporate reporting, AI has the capability to extract information from
the company’s public statements, enabling fraud analytics and in-depth analysis of balance
sheets and performance (Boillet, 2020). These developments underscore the ongoing
impact of AI on the evolution of accounting functions.

Imparting training to Accountants :
AI is not only influencing the roles within the accounting profession but is also shaping
the job prospects for accountants. Recognizing the evolving landscape, many universities
have adapted their accounting degree curriculum to align with employer expectations
for graduating accounting majors. Anticipating a greater reliance on AI in the coming
decade, companies are exploring AI solutions to automate time-consuming tasks. A
survey by Sage (2018) revealed that 66% of accountants expressed interest in investing
in AI solutions, while 55% planned to leverage AI to enhance their business functionality.
Consequently, employers are showing a preference for entry-level candidates with a
background in technology.

This trend has prompted adjustments in university curricula across the United States.
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Accounting programs are progressively integrating technology into coursework, with
many students now required to learn about data analytics, AI, and other emerging
technologies (Meyer, 2019). Possessing an understanding of the codes used in accounting
software is particularly advantageous for accounting graduates. In scenarios like the
enactment of new tax laws or the release of auditing standards, accountants can collaborate
with programmers to develop and modify software programs as needed. This involvement
in the coding process not only reduces the risk of unethical practices but also mitigates
the potential for human bias in the code.

Large accounting firms, similar to universities, are acknowledging the significance
of integrating AI into their employee training programs. According to Meyer (2019),
KPMG, one of the Big Four accounting firms, is collaborating with USC and eight
other universities across the country. This collaboration aims to merge traditional book-
keeping and auditing courses with practical applications of technology, advanced data
analytics, and real-world scenarios. The integration of technology into degree programs
is identified as a key factor driving the growth of job prospects for accountants.

As students increasingly focus on technology, they are developing valuable skills
that are highly sought after. The incorporation of emerging technologies, including AI,
allows accountants to leverage their time for higher-level decision-making, adding value
to their roles. Deloitte’s recent report emphasizes that technological advancements
historically create and eliminate jobs, a trend expected to continue with the widespread
use of AI in the workplace (Deloitte, 2017). Accountants equipped with technical skills
can transition into more of a “business-enhancement” role, utilizing their improved
data management skills to interpret AI software outputs.

Moreover, the report underscores the enduring importance of soft skills for accountants.
Gustein and Sviokla (2018) observe that skills such as communication, context and
content comprehension, emotional competency, teaching ability, ethical awareness, and
networking are beyond the current and foreseeable capabilities of AI. Strengthening
these soft skills positions accountants to excel in areas where AI may fall short.

The cognitive abilities of Accountants :
Analyzing the benefits AI brings to an organization and anticipating potential future
changes raises questions about the impact of AI on human jobs. However, delving into
Howard Gardner’s theory of multiple intelligences prompts doubts about the true
intelligence of AI. While AI delivers advantages such as faster processing times, increased
productivity, and simplified data analysis, these aspects primarily align with logical
and mathematical intelligence, which is pertinent to the responsibilities of an accountant.
Nevertheless, Gardner’s theory emphasizes the significance of other types of intelligence,
such as verbal-linguistic and interpersonal intelligence, which may be equally or even
more crucial in the accounting profession.
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Interpersonal intelligence, characterized by the ability to build and manage

relationships effectively, plays a pivotal role in understanding and meeting the needs
of clients. Accountants benefit from interpersonal intelligence by fostering strong client
relationships, having commercial awareness of financial trends, and persuading clients
to make ethically sound decisions, even if they don’t result in maximum financial gains
(Gardner, 2011). Verbal-linguistic intelligence, encompassing problem-solving and
communication skills, is essential in the complex and client-oriented field of accounting.
The ability to interpret and explain laws, written documents, and persuade others is
vital for success in this profession.

Moreover, the current and developing AI software in accounting primarily falls
under the category of narrow AI-systems proficient at executing specific tasks or a
limited set of tasks on their own (Vetter, 2021). As mentioned by Dickson (2020), narrow
AI excels in a single task and struggles when faced with situations beyond its defined
scope. These narrow AI systems in accounting also lack the capacity to transfer knowledge
from one field to another, diminishing the feasibility of standalone AI systems in the
accounting domain.

Munoko et al. (2020) highlight that despite the significant benefits and uses of AI in
the accounting profession, there have been unintended and unethical consequences.
Similarly, Kokina and Davenport, in their 2017 report titled “The Emergence of Artificial
Intelligence : How Automation is Changing Auditing,” concluded that the limited use
of AI in accounting is due to a lack of AI training within the field.(Kokina, J., Davenport
T.H, 2017) Automating numerous accounting tasks could lead to ethical issues and
render AI unsuitable for business applications. This is linked to the recognition that
while some accounting tasks can be automated, fully automating crucial tasks may
create challenges for businesses.

Munoko et al. (2020) found that automating auditing tasks creates expectation gaps
and a responsibility gap within the firm. Instances of corporations attempting to automate
accounting tasks and facing failures have also been observed. Although AI can assist in
accounting decisions, the decisions made by AI should undergo analysis by humans
due to the ethical risks associated with AI (Omoteso, 2012). Regarding the question of
whether to integrate AI or be apprehensive about it, CPA Canada (2019) notes that AI
will not replace CPAs if CPAs embrace AI and leverage the opportunities it presents.
Importantly, automating routine tasks will provide humans with time to address different
issues, benefiting both business and the accounting profession.

Literature Review :
To envision the potential future of accounting with the integration of AI, I delved into
various sources. The research conducted by Baldwin et al. (2006) posits that accounting
tasks exhibit a diverse nature, encompassing structured, semi-structured, and unstructured
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decisions. Due to the inherent risk associated with tax and auditing decisions, coupled
with the dynamic nature of laws and regulations, relying solely on AI is deemed inadequate
for formulating accounting decisions. Baldwin et al. further contend that the insufficient
cross-disciplinary research collaboration between accounting and computer science has
resulted in the absence of a reliable AI service for accounting in the business realm.
This dearth of trustworthiness in AI for accounting may pose challenges in automating
certain accounting jobs, despite the prevalence of AI systems in other industries.

Stewart et al. (2015) also adopt an optimistic perspective in their work, “Technology
and People: The Great Job-Creating Machine.” Through an analysis of UK census records
spanning every decade since 1871 and labor force survey data from 1992, the researchers
paint a positive picture. Their findings indicate that technological innovations, including
AI, have emerged as significant substitutes for both cognitive and manual routine jobs,
such as those held by bank and post office clerks. Interestingly, they observe a contrasting
trend in non-routine and dynamic occupations, such as business analysts, consultants,
and care workers, which have experienced increased demand due to innovations in
technology that support these roles. Stewart et al. describe an indirect mechanism leading
to both employment expansion and increased productivity in specific sectors. They
predict that the rapid evolution of technology will necessitate higher education levels
and continuous re-training for accountants. These challenges are anticipated to play a
central role in shaping new government policies that generate fresh job opportunities.
Notably, in 2021, Congress introduced a bill recognizing accounting as part of STEM
education in schools (Congress.gov, 2021). Stewart et al.’s research underscores the
notion that AI development has liberated individuals from mundane tasks, giving rise
to more meaningful and innovative employment opportunities.

The McKinsey Global Institute’s 2017 report, titled “A Future that Works: Automation,
Employment, and Productivity,” offers an in-depth exploration of the impact of automation
on labor. Unlike other analyses, this report concentrates on specific work activities
rather than entire occupations. According to the report, less than five percent of presently
paid work activities are fully susceptible to automation. Notably, major accounting
tasks such as interfacing with stakeholders, managing and developing people, applying
expertise to decision-making, and planning are identified as activities minimally prone
to automation. These tasks demand human intelligence, specifically verbal-linguistic
and interpersonal intelligence, which AI lacks. The report also delves into factors
influencing the pace and extent of AI automation, emphasizing that technical feasibility,
development and deployment costs, labor market dynamics, and regulatory and social
acceptance of AI play crucial roles in determining the practicality of automation. Similar
to the findings of Stewart et al. and Baldwin et al., McKinsey’s report maintains a
positive perspective. It concludes that while accounting tasks may appear automatable
on paper, real-world implementation poses significant risks.

Use of Artificial Intelligence in the Accounting Profession
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The ICAEW’s (2018) report on “IT Faculty Study on AI and the Future of Accountancy”

explores the specific aspects of accounting that could be optimally automated. Notably,
bookkeeping, being a highly routine and time-consuming facet of accounting, stands
out as particularly susceptible to automation. ICAEW argues that AI technologies can
fully automate bookkeeping, especially in large organizations, where the manual task
of recording debit and credit transactions has largely been automated. Additionally, the
report highlights fraud prevention and detection as another task where AI application is
both desirable and feasible. Unlike humans, machines lack temptations for money or
power, and AI operates based on pre-established rules and patterns. The use of AI in
fraud prevention can mitigate risks such as theft, tax avoidance, and larceny that may
persist when relying solely on human capital.

AI has demonstrated a significantly higher success rate in detecting criminal activities
compared to conventional transaction monitoring systems. Upon identifying potentially
fraudulent activities, AI can flag these for examination by human experts. ICAEW
concludes that aspects of accounting beyond bookkeeping and fraud reporting are neither
desirable nor likely to be automated.

Conclusion :
The technological advancements introduced by AI in the accounting profession are
enhancing the value of accountants’ roles. Upon analyzing the myriad benefits AI
offers in accounting, a consistent pattern emerges: AI serves as an advanced tool,
replacing outdated technologies rather than human workers. In instances where AI does
replace labor, it typically takes over routine tasks like bookkeeping and data entry.
While AI proves to be a valuable assistant, its benefits must be carefully monitored due
to significant associated risks. Leveraging AI to swiftly analyze extensive datasets and
make informed decisions based on generated reports will be indispensable for
businesses. The advantages, including accelerated transaction processing, heightened
productivity, potential automation of mundane tasks, such as bookkeeping and data
entry, streamlining the month-end close process, and improved data analysis, outweigh
the risks tied to the absence of government regulations, employee apprehension about
job displacement by AI, and ethical concerns related to AI. Implementing government
regulations to govern the development, use, and control of AI is a crucial step toward
mitigating associated risks. It is essential to acknowledge that AI, on its own, is not
advanced enough to make independent decisions but serves as an excellent assistant in
data management.

Likewise, a wealth of research underscores the notion that, barring a few exceptions,
the diversity and intricacy of accounting tasks render them unsuitable for full automation
(Baldwin et al., 2006; ICAEW, 2017; McKinsey, 2017; Omoteso, 2012; Stewart et al.,
2015). In the future, AI is expected to play a significant role in accounting, but careful
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consideration of associated risks is paramount. Ethical concerns arising from AI making
independent decisions pose a risk, yet this risk can be effectively mitigated through
regulation and oversight. Examining these risks reveals that for AI to be seamlessly
integrated or even utilized in business operations, human supervision is indispensable.
The level of intelligence AI possesses is insufficient to sustain a workplace without the
complementary input of human intelligence.

The research conducted by Frey and Osborne (2013), which categorizes the accounting
profession as high-risk, deviates from other academic perspectives but carries significant
citation impact. While the benefits of utilizing AI in accounting primarily pertain to
routine tasks, the associated risks are concentrated in critical areas such as decision-
making and ethics. Contrary to the somewhat pessimistic outlook presented by Frey
and Osborne, Gustein and Sviokla (2018) emphasize that understanding the context,
business model, and competition of a business remains challenging for even the most
advanced AI. They underscore the fact that AI lacks an ethical compass, underscoring
the importance of a workforce with strong moral values. If future entry-level workers
focus on developing skills that resist automation, AI will likely continue to serve as an
assistant to accountants rather than replacing them. The ongoing evolution prompted
by AI will reshape the accounting profession, with accountants shifting their focus
toward consulting and advisory roles over routine tasks. Failure to adapt to these dynamic
changes may have adverse consequences for individuals and society at large. To thrive
in this evolving landscape, accountants must cultivate technical skills, collaborate with
programmers, apply data analytics, and identify potential data risks.

The high demand for skills such as collaboration with programmers, data analytics,
and the identification of potential data risks in an AI-driven world will contribute to the
expansion of the job market for accountants. Shifting from routine tasks to more decision
-driven responsibilities will also enhance accountants’ job skills. While the advancement
of AI may result in the elimination of some jobs, it will simultaneously create new
opportunities for accountants. Soft skills like emotional competence will become
increasingly important for accountants to navigate the direct and indirect impacts of AI
in workplaces. Overall, the profession of accountancy stands to benefit positively from
the integration of Artificial Intelligence, aligning with the historical trend of accounting
evolving in response to technological advancements rather than remaining static.

The impact of AI extends beyond the accounting profession, raising concerns among
workers, particularly those in the 18 to 24 age group, with 37% expressing worries
about technology eliminating their jobs (Douglas, 2019). However, historical patterns,
as highlighted by McKinsey (2018), demonstrate that technology has consistently generated
new job opportunities to replace those rendered obsolete. AI has been designed to handle
tasks perceived as tedious or beyond human capability, such as the month-end closing
process and the analysis of large datasets. Yet, AI remains fundamentally distinct from

Use of Artificial Intelligence in the Accounting Profession
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human intelligence, incapable of truly emulating the innate human aspects that define
intelligence. Despite impressive achievements, such as Watson winning Jeopardy, AI’s
abilities often boil down to tasks like memorization, lacking the depth and complexity
inherent in human intelligence. In essence, the unique qualities of human intelligence,
encompassing emotional, creative, and contextual understanding, remain unparalleled
by AI.Indeed, the expectations from an average person were never centered around
becoming a data collection or analytical hub; machines were specifically designed for
tasks surpassing human cognitive capabilities. The ability to reproduce vast amounts of
memorized information doesn’t constitute genuine intelligence. Furthermore, the intricacies
and diverse facets of human intelligence, including the capacity to discern connections,
exhibit skepticism, and engage in inquiry, are elements that machines, including AI,
struggle to replicate. While AI excels at extracting and analyzing data, the necessity for
human intervention to complete the analysis raises questions about the true nature of
AI’s intelligence–whether it is genuinely intelligent or merely a tool akin to other machines.
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